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Introduction

The Collaboration on International ICT Policy for East and Southern Africa (CIPESA), under the OpenNet Africa initia
held the secord Forumon Internet Freedom in East Afriam September 289, 2015, at the Golf Course Hotel in
Kampala, Uganda. The tvaay forum coincided with the International Right to Know Day.

The Forum discussed the state of internet freedom in Africa, including threatsrging issues, and opportunities for
action to promote access, privacy and security online. The Forum was also used to launch the 2015 ddgidiaié

of Internet Freedom in East Africa repowhick A a OSYGNBR 2y OAGAT SyaQ (1yz2eéf SR
and the effect of information controls on the online behaviours and freedom of expressioordimary citizens,
journalists and human rights defenders.

The Forum was supported by tik®rd Foundation, Hivos, the Open Technology Fund, Web We Want, thenAfdo&re
for Media Excellence (ACME), and UNESCO East Afridde@obal OfficeCIPESAlso partnered with the Africa
Freedom on Information Centre (AFIC) in the commemoratiom@ténth anniversary of the Access to Information Act
(2005) in Uganda.

The Forum brought together 200 human rights defenders, journalists, government officials, bloggers, developers, an
representatives from academia, the arts community, law enforcenageincies, and communication regulators from 18
countries. This triplé the number of those who attended the inaugural 2014 forum, which ho8tegarticipants from

Six countries.

Countries represented at the 2014 forur Countries represented at the 2016rtim

Burundi, Kenya, Nigeria, Tanzan Burundi,Cameroon, DemocratRepublioof CongoFEthiopia, Germany,
Rwanda, and Uganda. Italy, KenyaNigeria,Rwanda, Tanzani8outh AfricaSouth Sudan, Suda
SomaliaUgandaUnited Kingdom, United States Afmerica, Zambia

There werel3 panel discussions which tookape over the two days and eaeéxplord a different facet of internet
freedom. Panelistsrepresenteda diversity of backgroundgositions and aganisations working both directly and
indirectly on internet freedomwhich contributed to vibrant discussions across the entire Fgurogram

Among other, pnelistscame fromArticle 19, Association foProgressive Communications (APC), Bayimba, Bloggers
Association Kenya(BAKE)East and Horn Human Rights Defenders Project, A§SdciatioJganda (ICTAU),
GlobaleaksiHub Research (Keny#iernet Society (Africa, Burundi, Ugandad U.S, FacebookandKenya ICT Action
Network (KICTANet). Others wdrem Makerere UniversityiMedia Council of Kenya, Media Institute of Southern Africa
(MISA), Ministry of ICT (Uganda), the National Coalition of Human Rights Defedges Open Technology Fund,
Paradgm Initiative NigeriaRProtegeQVof CameroonUganda Communication Commission (UCC), Ugandan Police Cybel
Crime Unit, Uganda Media Centi¢gNESCQJniversity of Nairobiyeb We WantWritivism and Women Of Uganda
Network (WOUGNET).

Online engagementtive streaming of theForum proceedingsallowed stakeholders that were not able to physically
attend the eventto follow the proceedings remotelyOn social mediahe hashtag #FIFEA was used to reach an online
audience through the@cipesaug and @opennetafiiaccounts.


http://www.cipesa.org/activities/forum-on-internet-freedom-in-east-africa-2015/#comment-22183
http://www.cipesa.org/?wpfb_dl=193
http://www.cipesa.org/?wpfb_dl=193
http://www.cipesa.org/?wpfb_dl=195
http://www.cipesa.org/?wpfb_dl=191

Why we Need a Forum on Internet Freedom

Africa has registered a rise in abuses and attacks on internet freedom, including a proliferation of laws, legal and extt
legal affronts, as well as limited judicial oversight over surveillanceraecteptionof communicationsHowever, there

is widespread lack of knowledge on what constitutes internet freedom, coupled with limited skills and information about
threats to online safety.

In hiskeynote addressJaco du Toit, Adviser for Communicatéord Information at UNESCO Regional Office for Eastern
Africa, noted the importance of bringing together stakeholders in East Africa to discuss the limitations on the rights c
citizens and governmeatQ A Y ONBF aAy3a STFF2NIa (2 Y2yAG2NI FyR O2ydN
internet penetration in Africa nearly quadrupled between 2007 and 2012. However, this increased number of internes
users adds to growing concerns about the pparhderstood area of mass surveillance and monitoring mechanisms that
dzy RSNXYAYS GKS NMzZ S 2F 16 YR RPNAONI GAO LINRYOALI S& ¢

He also pointedout that African authorities are resorting to more direct forms of internet cesbip, such as the
harassment or arrest of bloggers and online journalists, rather than using sophistidaifedm Resource Locat@uRL)
blocking or systematic filtering, as many still lack the technical capability to do so.

Discussion on the importancef a free internet should go alongside efforts to address access and infrastructural
challenges that keep costs high and thus limit internet use to a minority asighigld by Crystal Simeonkrojects
Coordinatorwith Hivos East Africéc8meoninoted that East African governments are increasingly effecting controls on
the use of the internet under the guise of fighting terrorism, child pornography and cybercineeadded that this is a
practice that needs to stop for the internet to be fullgcognised as a valuable tool for development.

In his opening remark&r. David Turahi, Director of Information Technology with the Ugandan Ministry of ICT, stressec
the role of the internet as an enabler of developmgand in the Ugandan contextwasa key platformwhere a lot of
conversation on society, economy and politicastaking place.

In order to enjoy the opportunities presented by the internet, Solana Larsen and Renata Avila of Web We War
emphasisedhe need to develogthe capacity of uses in securing their rights onlinghey highlighted simple strategies

on creating awareness on digital rights in the global South, based on a CookbooRétiges for a Digital Revolution
LG Gl 1Sa F O02YYdzyAdex AG GF1Sa @2tdzydSSNB FyR Ad O]
successfully for internet rights, they said.

For AfricaWairagala Wakabi from CIPES®#ed, the conversation on the need to promote internet freedascrucial

and the Forum serves as one of a kind on the continent committed to advancing an understanding and upholding o
internet freedom The Forum is building a network of African actors to proninternet freedomfor a range of civic
actors such as journalistsloggershuman rights defenders, sexual minorities, womand political actors

Electioneering and Extremism in the Digital Age

Election periods are often characterised by excitemand anxiety as citizens go to the polls to have a say in
determining the leadership of their countries. Increasingly, candidates are utilising digital technologies for thei
campaigns, while civic groups and citizens are also using ICT to discuss cafthdgpaign manifestos and issues they
want addressed in the elections. Although ICT can generate greater transparency during election periods and incree
OAGAT Syaq I 00Saa (2 jtylFohashd ddovingige In fegent yaars, klioh Pdridds have &omaé a
hand in hand with a spike in misinformation, defamation and hate speech online, particularly on social media platforms
Infringement on press freedom also tends to increase around this period, as doegrsstirship by netizens wtfear
attracting reprisal from authorities. This session explored the tensions between the right to free expression online an
extremism in the digital age.
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http://www.cipesa.org/?wpfb_dl=194
https://webwewant.org/news/our-new-cookbook-recipes-for-a-digital-revolution/

)penNetAfrica

Electioneering and Extremism in the Digital Age Panelid&s:Emma Belinda Were (Uganda Median€e), Nanijira
Sambuli (Umati/ iHub Research Kenya), James Marenga (NOLA Tanzania), Gbenga Sesan (Paradigm Initiative Nigeri

Issues Raised

Navigating social mediaPoliticiansare increasingly utilising social media to reach their audiences; conversely, citizens
have more access to candidate information now than in previous electi®igal media has created an avenue for the
flow of both legitimate information and misinformatiofespite increased use of the online platforms, governments
NEYIAY dzyadaNE 2F K2g G2 | RRMNBEd reverKt8 coftrbl 2asher Zha@in régakicnA y 7
Governments have yet to find awayNBE 3 dzf  §S 2NJ Y2y A (G2 NJOARY ¢ Tt BS& LBPOAG TIE &
without imposing overly restrictive measures that lead to censorship aneceaforship. These measures often include
closureof media even if freedom of expression and of the media is guaranteed in national canestut

Fast tracking lawstn East Africa, many recent laws negate rather than safeguard internet freedom. Some of the laws
proposed in election times undermine access to information, as was seen in Tanzania with rushed enactment of the
cybercrime lawand the draft access to information and media services lawgeiledjust before the October 2015

elections. Other laws passed in reaction to events in society such as terrorist attacks also tended to undermine freedor
of expressionFor instancefollowingthe terrorist attack at the Westgate mall amdtacks on buseby Somaliebased

Islamic militantgroup Al K 6 6> GKS YSyeél {SOdz2NAGe 6! YSYRYSyGo ! O
of Interception of Communications Act, 2010 was passed in haste folldwing attacls on revelers watching the

World Cup finals in the capital Kampala in July of the same Vkarprocess ofrdfting these laws and their eventual
enactment comes with lite stakeholder input.

Curbing Hate Speeclin the aftermath of the2007/8 post-election violence in Kenyavhich government officials said

was fuelled by SM$e National Integration and Cohesion Act (2008) was enacted in a bid to prevent the spredd of
speech, including through digital tools. The Act bmEebeen used tachargebloggers and journalistir their online
activity. The definition of what constitutes hate speech is ambiguous, leaving room for abuse of the Act. Nanjira Sambu
of iHubResearch saiduringY Sy & I Qa H 5 themedid a8n@do xeprgsa online ethnic tensions at all costs in a
bid to prevent a repeat of the poslection violence of 2007.

Transparency:The need for access to information especially during electiores was highlighted as integral to
maintaining government credibility. Gbenga Sesan from Paradigm Initiative Nigeria (PIN) recounted how Nigerian
citizenswent online with the O | Y LJI #08cpyNigeria calling for transparency and accountability in government
activitiesin response to corruption concerns in the fuel and petroleum industry.

Governments should not have to block and censor websites and social media platforms during times of politic:
instability. Instead there should be more proactive release of informatiand governments shoulthe more responsive

to concerns raisedand provide counter arguments where there is mndormation. As such, there is a need for
transparency to ensure that governmetnductin monitoring communicatiowan be held accountable.

Moreover, here arefew legal measuresif any, whichcitizens can take to ensure their liberties online are protected
including on issues of hate speech, surveillarmed freedom of expressianThis threatens the extent to which
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https://www.hrw.org/news/2014/12/13/kenya-security-bill-tramples-basic-rights
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legitimate participation takes place online especially on sensitive topics related to elections, politics and politicians
However,users were urged to verify claims, exercise judgmtento verify information for accuacy and the credibility
of the source before raharing it.

Surveillance In many instances of abuse of online rigatel monitoring of citizerf@ommunicationsnational security is
dzZASR & | 2daAaGATAOIGAZ2Y® ¢KS fS3aFf GSNY Wyl daAz2ylrf &
surveillanceon the continentwas often justified by governmentsith reference tosimilar practice iWestern counties.
However,manyWestern countriedhave data protection laws and citizehavesome level of legal recourse, measures
which areoften absentin Africa It was also highlighted thaturveillance practicesnline were a reflection of whatvas

taking placeoffline and could ot be viewed exclusive of each othérwas important therefore tainderstand whatvas

taking place offline that also proliferadénto online forumssuch as gender disparities, ethnic tensicarsd crackdowns

on political assembly

Gender:Thegender inequalities that existffline are transferred online and as such fewer women participate in online
political discourse. Political conversation remains largely male domin&tedhermore,violence against women onkn
was said tesometimes lead to women opting out of participating in online discourse.

Recommendations

1 More citizens should be enabled to access and utilise online tools and platforms. As such, capacity and awarene
building on the useof digital security tools agnablers of civic participation during elections should be pursued.
Further, there should be a move to encourage women to stay onlewen when attacks are madegainstthem -
through digital safety and advocacy for policies that better protect womeimenl

9 The use of counter speech and transparency to combat hate speech, misinformation and false claims can limit t
opportunities for the imposition of tougher measures that limit online freedom. Availing relevant content is a shared
responsibility betwea citizens and government, so governments should provide proactive and factual information
to limit the spread of false information

T /AGAT Sya aKz2dAZR GF1S I Y2NB OGAGS adlyOoS G2 (1SSUI
being the recourse that is taken especialiyringtimes of unrest.

1 Laws should be more in line with the changing technologies as, currendlyry taws are outdated or do not
adequately address digital technologies.

Media Role in Promoting Internet Freedoms

¢tKS YSRAL LI eda GKS AydSaNIf NEfS 2F a20AStGeqQa o1 0
accountability of public indtitions. In recent years, the way in which the media sources and delivers information has
changed in tandem with advancements in ICT. Increasingly, the public is actively contributing to content shared throug
digital platforms and in mainstream media. Hewer, in some African countries online media and users of social media

are becoming targets of internet freedom abuses and violations. This panel explored possible ways in which the mec
can advance internet freedom in Africa.

Panelsts

Eric ChinjeAfrica Media Institute (Moderator) Victor Bwire, Media Council of Keny@ollin Akim Lasu, Association for
Media Development inSouth Sudarf Robert Mugabe, Great Lakes Voices Rwahdiames Wamathai, Bloggers
Association of KenylaJean Claude KavumbagduetPress Burundli Alexandre Niyungeko, Burundi Union of Journalists
Anteneh Abraham Babanto, Ethiopia Natiodalrnalists Unioh Paul Kimumwe, African Centre for Media Excellence

Issues Raised

Poor appreciation of internet freedomThemedia is pesently not playing a sufficient rolen creating awareness and
advocating for internet freedom. Tiis mainly because journaliskgve a limited understanding of what internet
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freedom entails and how itféects the media and society &rge. Too often, the media views internet freedom as just a
connectivity issue not as an -&lhcompassing concept that includesbridled privacy,access to information and
freedom of expresion On the other hand, in some countries media is sometimewed as trying to instigate the
overthrow of the government as opposéd beingd 2 OA S & Qa ¢ i OKR 2 Fnhe inediRarekhyeatdhkdy &
harassed and face closure due to the content published.

Limited anline content: Although radio remains intgal to the dissemination of conterih Africa issues of limited
internet access, languageand illiteracy contribute to the exclusion of many from popular online narrative. Radio
stations however, oftenrely on online contento fulfil their role asinformation disseminators.

For many African countries, the diaspora community maintains a keen interest affties of their home countries,
often relying ononline content and increasingly streaming online radio. However, for countries with limited
infrastructure or tight information controls, thenline content is limited andn instances it iskewed in favour of the
government

Internet access limitationsin some African countries such as South Sudam,citizensare internet savvyandinternet
infrastructure is scanty Limited internet access and infrastructure also impacts upon the information which is
disseminated and consumed @uthoritarianregimes An Ethiopian participant observetiat with no private television
station, four FM radio stationsind about 15 newspaersc all concentratedh y 9 (iskcagial lAddls @baba dmost of

the country has no free radio station and limited newspaper distribu§ids suchinformation distributionacross the
various media platforms wasiited. Kenya and Ugandaere said tohave a better balance between traditional media
and the Internetwhichenjoyed a mutually beneficial relationship.

Although Rwanda hafar-reachinginternet infrastructure andhigh accessrates, a very restricted traditional media
environmentwas extendednto the online sphereThis was the case too for neighbouriBgrundi Meanwhile Ethiopia
had atightly controlled internet infrastructure and poor access as the government retains a stranglehtbld imernet
with websites considered hostileeingblocked and bloggers harassed and arrested.

Online dhics: Pandlists noted that a key foundation to internet freedom is using the ineémesponsibly. However, the
way in whichsome journalistshave violated traditional media ethics by not verifying information sourced online and
consequently disseminating false information has damaged their credibility and provided an opportanity
governments to clamp down on media freedom.

It was noted thathe practices exercised in traditional journalism should be maintained when online tools are used,
AYyOf dzZRAY3 LINRPGOSOGAY3I a2dzNDOSa YR GOSNAFeAy3I AYyF2NNIEGA
the internet. This includes trainirjgurnalists on what are good online reporting standamiswhich a key outcome has
been the adoption of online editorial policies by various media hagsesda AR WI YSa 2| Y| GKLF
Association Kenya (BAKE), on the need to promote ethical s@gdaorder to keep online content credible.

Recommendations

91 Call on themediato actively pursue moreoverageon internet freedomsuch ageporting on initiatives upholding
online rights, the laws governinthese rights documenting and flagging cases of persecution and intimidation of
internet users.

I Thee is need for awareness raising among media about the dangers of compromised security of online
communication and highlighting the rights of internet users as thgaits upon the security of sources both online
and offline, whistle blowers and investigative journalists.

1 Responsible, balanced and accurate journalism should be maintained even when using online basedaocadntent
sources. The verification of informatiaemains an important aspect of journalism and should be pursued at all
times even when information is sourced through social media.



Internet Freedom Perspectivesof HumanRights Defenders and Activists

Advocacy for human righis taking place in a myriagdays in the online space, ranging from crowd funding initiatives,
Twitter campaigns, to signature gathering to raise awareness of -aoieomic concerns. However, various laws and
actions appear to shrink the space for humaghts defenders (HRDs) and activists. Mete discussed the current
landscape in which HRD groups work and how they can contribute to the advancement of Internet Freedom and th
promotion of social inclusion, democracy, and good governance.

Panelsts

Emilar Vushe, Association for Progressti@mmunications APC (Moderatdr)Nicholas Opiyo, Chapter 4 Richard
Lusimbo, 8xualMinorities Uganda (SMGQ | Helen Mwale, Media Institute of Southern AfridISA) Zambig Gaius
Kowene, Goma Web Activism Sumhyible!AfricaDR Congo

Issues Raised

Rising attacks vslimited use of digital safety toolsICT is a doubledged sword; it can be used to amplify rights
concerns but also leaves one susceptible to +iskpecially HRDs. It has exposed HRDs to moreuagéor attackssuch

as website hacks and communication tracking. Online information is used as a tool to infringe the rights of others sut
as by publication of private content, demeaning sexual statememd unfounded accusations. Thisuse icommitted

by the mediacitizens and governmentin some countriesthe use of digital tools to harass activists and human rights
defenders igising In Suth Sudan online attacks are minimal but physical threats via phone, threats made at places of
resddence, police intimidation, and unlawful detention are rife.

Discussion also centred on the concern that there is limited familiarity with digital security tools amongst HRDs and ev«
fewer are utilising them due to a perceived technical savvineggired to use them.

Unsupportive legal structuresn many countries, HRDs are viewed with suspicion by the state, sometimes falling victim
to online harassment, blackmail, humiliati@md physical attacks on their persons or property both online affiche.
Panelists pointed out that in many developing countries, the judicial system still lacks sensitivity towards some of th
issues they work grsuchasabuse based on gender and sexuality, with victims sometimes taking the blame or lenient
sentencesbeing handed to perpetrators of crimes.was noted that in many African countries, HRDs working on sexual
rights were under increasing attacks from nstate actors due to homophobic perceptions tHasbian, gay, bisexual,
transgender, queer anthtersexed(LGBTQ individualswere dun-Africare &

Discussion also focused on the legislative limitations which are increasing and threatening to shrink the work of HRI
such as the Public Benefit Organisation Act (2013) in Kemydhe NG@,ill in Ugandawhich places limitations on the
operations of civil society.

Strengthen networks of HRDgarticipants highlighted the need to adojptcohesive framework to advance human
rights both online and offlinecomprised of HRDs across all levels of society. This be enabled by increasing
knowledge sharing on issues such as gender, sexuality, freedom of expression, privacy and hate speech.

The struggle that many human rights organisations face for financial sustainability was brought up with some HRI
pointing out that high internetcosts and unreliable connectivity impact upon their operations. While public spaces like
libraries and schools may provide accesiternet andinformation forhuman rights defenders, anonymity cannot be
guaranteed when using sugbublic spacesThere was acall for continuousengagement ancawareness about the
importance of shared responsibilities between governments and civil society in addressing human rights issues online

Recommendations



1 Developcomprehensive legal frameworks to protect all citizens regardless of race, religion and sexuatigute
protection forvulnerable conmunities and HRDs. This shohllsupported by augmenting the legal implementation

of safeguards for data privacy.

1 There should be a concerted effort to popularise digital safety tools amongst civil society players as more tools a
available and are getting easier to utilise.

1 Develop a cohesivaeetwork of HRDshat allowsCSQ@ to raise awarenesfor their causes ando pursue linkages
through the network.

The State of Internet Freedom in East Africa 2@duntry Insights

The Forum served as a platform for the launch of $tate

e I S— of Internet Freedom in East Afri@d15report. This is the

State of Internet Freedom second edition of the report and this year focused on
: > Access, Privacy and Security OnlineBurundi, Kenya,
in East"Africa 2015 Rwanda, Tanzania and Uganda. It builds upon the 2014

report which was arinvestigation Into The Policies And
Practices Defining Internet Freedom in East Africa.

Survey on Access, Privacy and Security Online

;%ptemberzms
Researchersroeach of the countries shared some country
insights revealing shared concerns such as mistrust and
suspicion of governments on mass surveillance anapyiv
infringement and limited awareness of safety tools. A
limited understanding of what constitutes internet
freedomwas noted in all countries covered by the report.

Burundi

Jean Paul Nkurunziza, I1SOC Burundi Chapter Vice
Presidentnoted a challenge in getting respondents due to
the political instability that coincided with the research.
Shortly before theBurundi elections there was a coup
attempt which saw media houses shut down (many remain

. % closed. However, respondents who paitipated in the

research fearedthat government wasmonitoring their
communication,and felt there was a need fojudicial
oversight in monitoring of citizer& communication.
Meanwhile, he cost of internet access remains restrictive
and policiesneed tobe put in place to enable cheaper access.

Ethiopia

The country is still classified as the most repressive when it comes to internet freiedafrica,in partdue to

the monopoly of the telecommunications service provider Ethio Telecom. This has led to many websites bein
hosted outside of the country in a bid to avoid takedown and content filtering. Many websites, both local and
international, are blocked in Ethiapi Currently, there is no legislation to safeguard against the infringement of
rights, and there is rampant persecution of bloggers and journalists who voicg@am@rnment positions.

Kenya

Grace Githaiga of the Kenya ICT Network (KICTaNet) notedhghdtanyan parliament needs to update and
enact laws that are in line with and uphold t@e2 dzy GoNgit@ian. She noted that the Security Amendment
Act, 2014 poses a threat to press freedom and access to information. She added tiat @saignment of
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bloggersrequests for informationandtake down requestbdy the Kenya governmeimcreasein number, there
is a need for transparency on thelated investigations and prosecutians

Rwanda

Independent researchedean Claude Niyibizi reported that the Government has taken steps to regulate media
content and online media. This is despite a lack of polices that adequately safeguard citizens and the media.
emerged that there is a strong call for capacity buildimgnprily amongst journalists on issues of internet
freedom.

Uganda

Esther Nakkazia journalist and independent researcheeported that the media and political opposition
groups are the most concerned about surveillance. She added that many respondents often opted not
communicate online due to a fear of interception of their communications. Despite this, Westow usaye of
digital security toolghat could enable encrypted communication. This underlined a need for digitaliritg

skills capacity buildinfpr the media, HRDs, and for women who are increasingly becoming the targets of online
violence.

Tanzania

Asha Ainallah of Jann Forums noted that Here was increaseddeployment of ICT infrastructure by the
government butinternet uptakeremaired low. Respondents in the country alkad perceptions of widespread
surveillance on their communications by the governmevieanwhile, here was vague understanding what
constitutedinternet freedom.

Overall, he State of Internet Freedom in East Africa 20&8ealedpoor usage of digital safety tooteross East Africa
Usagewas lowest in Rwanda and highest in Uganda, where the QBBdmmunitywere some of the major users
Besides government surveillancether emerging internet freedom concerns in the region werelance against
women, an issue thathe research revealetias to be addressed but remaimgdely misunderstood.There was also
growing concern ovethe lack ofdata protectionlaws The need fopublic awareness campaignand for developing
criteria or benchmarksatassess internet freedom in East Afrismsalsoobserved

Bridging the Gap Between Techies and HRDs

Technology tools are being used in the advancement of a free and open intdragtme some countries are seeing a
rise in abuses and attacks on internet freedom. There is widespread lack of knowledge on what constitutes interne
freedoms, and limited skills and information about minimising threats to onlifiety including amongdRDs. With the
involvement of some frontline users, the OpenNet Africa Challexagtier in2015 tested some digital safety tools for
their efficacy in the East African context. However, there is minimal collaboration between tools developers and thos
onthe frontlines defending human rights. Tlsisssiortherefore bioughttogether technical experts and HRDs to explore
ways in which technology can assist in advancing internet freedom in the region.

Panelsts

Neil Blazevic, East and Horn of Africa HuR&ghts Defenders Project (EHAHRD®Mpderator | Dan Meredith, Open
Technology Fund (OTJFKelly Daniel Mukwano, Winning Team®penNetAfrica Tools Testing Challen@¢gganda |
Davide Del Vecchio, Gldlsaks| Crystal Simeoni, Hivos East AffidadwardSekyewa, Hub for Investigative Media

Issues Raised

Data Protection:Participants noted that thdransition of physical data to digital data in government offices is slow.
Further, concerns on data protection were raised as there is more user data tequiesm citizens now than ever
before. However, many countries have yet to enact data protection tewsecure information provided by citizens.
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L-R: Edward Sekyewa, Hub for Investigative Media, Kelly Daniel Mukwano, Winning OpamNet Africa Tools Testing
Challenge Uganda, Davide Del Vecchio, GlobalLeaks, Dan Meredith, Open Technology Fund (OTF)

Anonymity: The role that anonymity plays irrgmoting human rights remains misunderstood by governments, as it is
mostly viewed with suspicion and governments consider it open to abuse by citzenmstance, whistleblowing was
highlighted as an enabler of human rights and good governance, yeastoften perceived negatively when done
anonymouslyDavide Del Vecchio of Globaleak&ssed the need famore userfriendly anonymity tools which should
beamm: GSOK |y Rnddev&opedzin cdlabdratiandvith endsers.At Globdeaks,devebpment work is
undemvay ona suite of softwarevhich enable secure anonymous whistielowing through simplified interfaces.

Non-Adoption of Digital Safety ToolsA general lack oknowledge or utilisation of digital security tools among
journalists and HRDs in Africa waislely cited. Although there is an assortment of to@swailable (includingasy to use
opensourceones for securing communicationsjndrances to their use include a perception among users such as HRDs
that they need tobe tech savvy taise these toolsThe digital safety tools need to be demystified to enhance their
uptake by HRDs and other vulnerable groups. Further, digital saféhjrtg has to be appreciated from an internal level
within organisations in order for it to be taken asapacity buildingriority for staff. Saff need tobe affordedtime off

to attend digital security workshoprganised externallywhichis not always seen as necessary.

There is also a need to understand security needs for activities deemed illegal, such as training gr@BBEQor
providingonline spaces for women to discuss issues such as abortion. Kelly Mukwano of iFreedom Ugardat Hpe
YSSR F2NJ aaSOdz2NRG& F2NJ GKS AffS3IFfET YI | doyirAunithds Bgamid y O
both online and offline In the pastworkshopsfor LGBTQI groups in Ugandere interrupted by law enforcement
officers.

Moreover, manyindividuals were unable tagecognisethat they are human rights defenders througheir online
activities such ashaiing, via social mediapinionsthat challenged the status quon. Very often, ach individuals did
not realise the need fosecuring their onlineommunications

Applicability of tools: Different contexts require different tools. Ttefore, it is important to test and localie digital
safety tools, with a focus on languaged data requirements among others. Reference was made to Panic Button,
which raises a digital alarm to preselected numbers by sending the GPS location ofawleg@t isoriginating from.
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However, such a safety tool requira consistent data connection by all parties foto work efficiently hence being
ineffective inparts of Africa where challenges afternet connectivityand electricity shortages still exist.

Recommendations

T
T

=a =

Although there ardligital security trahing initiatives for activistand HRDs in a number of countritisere is need

to reach bigger numbearof HRDs with such trainings

More media managers and individuals in positions of leadership need to be exposed to the need for digital securit
This will enable the internal cultarand appreciation of digital security tools and their consequent use especially in
media houses.

Establishr G RAIAGIE GNFAYyAy3d SO2aeadaiSYé gKSNB (y2gftSR3S
days. This could be a network of journaliaitsl human rights defenders.

Away from the technological aspectgghl representation should be encouraged especially where freedom of
expression is hindered especially during offline atta@gkg. shutdown ofvorkshopspromoting the use obnline
securitytools)

Locali® digital safety toolsn collaboraton with end users.

Avail affordabletools like smart phonesand computers as well asaffordable internet accesdor rural based
activists and HRD® they can utilise online safety tools

Understanding Creative Expression Online

A growing number of African artists are aiming to use creative expression for human rights advocacy and for soc
innovation. Some African artists are carving a niche in the online space through the use tteatipitalogies but also
through the transfer of offline content onto online platforms. In doing so, they are creating local content, and igniting
debate online on issues of community concefrhissessiorthus oughtto spark discussion on how artists catilise

the internet to promote social actions and whether they have adequate protections should they fall on the wrong side o
the law.

I

i
i

il il

L-R:Stella Chege, Jukumu Letu/HIVOS, Roland Niwagaba, Writivism, Faisal Kiwewa, Bayimba

12



Panelsts
David KaizaWriter, (Moderator)| Faisal Kiwewa, BayimiaStella Chege, Jukumu Letu/HIVPDRoland Niwagaba,
Writivism| Naamala Samson, Culture abdvelopment East Africa (CDEA)om Odhiambo, University of Nairobi

Issues Raised

Role of creative expressiorPanelists noted that creative expression has made the internet much more exciting through
the packaging ofcontent Even in traditional media forms, creative expression is prestmt example news
photographers exercise some form of creativity in fragntheir images to be more appealing to their audiend2avid

Kaka stressed theneed for understanding of e different types of relationships between creative people and the

Ay i SNY Sis theralatickshiplBetween creative people and the internegellf, the relationship between creative
LIS2LX S FYyR a420AS8SGéx YR GKS NBflFIGA2YyaKALI 6SG6SSy ONXBI

Legal frameworksThe dilemma that the creative industry faces is the same as that faced by other internet users whe
it comes to freedom of expressiod. KAt S (GKS YSRAIFI LXlIéa GKS NRtS 2F az
S@2t SR AyG2 | anilthOthdfate siddaiviastiglians. G 2 NE

In Uganda (and in similarity to other African countries) thesge beercases of plays being banned due to their content
¢2F0Sy NBfFGSR (2 LREAGAOFET AaadzSa 2 NJ a lulkuce 2 Devaopihetta ¢
East Africa @EAAY ¢ yT YAl &l dafesilérk& créadivezgxprakBidd on theerdet and this leaves
creative content open to abuse by law enforcemegencies He made reference to Tanzanian performer Vitali
Maembe whowas arrested after singingbou a dvaccine for corruptiodin Tanzania.

Speakers referred to a piiaternet time, when there re selfpolicingmechanisns within the industrythrough which
contentwas reviewed such as edita®, bookstores or even a theate. Today, content does naiwaysgo through the
various checks and balancaswasdone in the past This echoes the surge of citizen journalists, personal blogs and
many other forms of online content which go straight from the content producer to an online audigiticeut an
editorial process. This led to questions suchhasy do artist draw the line between entertainment and promoting hate
speech?

During this sessiotimited protection ofintellectualproperty online was raised. It was noted that many peaphatists
inclusiwe - are generally unaware of legal and regulatory frameworks that pragagtic work. .

Online ContentThere is a mutual dependence between artists and the internet. Many are posting content online which
has led to a reliance on the internet for their livelihootowever, currently, the creative industry uses just a small
percentage of the online tools aNable to them that can enable and promote innovation and their expression online.
There is a growing recognition of online celebadiyd in this regardeference was made to Ugandan performer Anne
Kansime who has gaindaternationalrecognition primariljthrough social media platforms where her conyeatts have
gained popularity. The Kenyan group 'Just a Band' also gpomdarity after sharingheir work online

However, the contenavailable online tends to favour certain aspects of crégtiover ahers. The internet seems to be
more responsive to film and music than it is to boaksl literature. This is similar to theelebrity-driven newscontent
which gains popularity onlingore thantopical sociand governancéssues.

Recommendations

9 Artists and various forms of art need to find a stronger presence otdifierther contribute to local content online.

1 Intellectual propertyis an issue that requires further discussion and awareness especially with regard to online
content and data protetion.

1 Freedom of expression in the creatiwaustryremains largely undervaluesihd with little or no policies to protect
creative rights It should becomae priority inthe creative industryliscourse
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OnlineViolence Against Women

Offline, women are often subjected to various forms of violence and marginalissdiome of these havdeen
transferred online to an audience of strangers who exacerbate the abuse through their use of social media platform
and phone messaging servicelseliWhatsapp. Cases of revenge pornography, cyber stalking and cyber bullying are
becoming rampantIn many instances, these cases go unreported and victims have limited roseeking justiceThe
session sought to explore ways in which violence againstomen (VAW) can be prevented online.

#FIFEA @OpenNetA'mca S

L-R: Crystal Simeoni, Hivos East Africa, Jan Moolman, Association for Progressive Communications (APC), Moses O
Women of Uganda Network, Prudence Nyamishana, Global Voices, Victor Kapiyo, International Comimlssists
(Kenya)

Panelsts
Dr. Ruth Nsibirano, Makerere Universfijoderator)| Crystal Simeoni, Hivos East Affiddrudence Nyamishana, Global
Voiceg Jan Moolman, Association for Progressd@mmunications (APEMoses Owiny, Women of Ugandtwork

Issues Raised

Sources of violencetn many instances, violence against women is inflicted by people they Kdowever, online
violence against womeis further compounded by theopularity of social media and treheer number of users who
canfuel violence againgstne individualthrough commentary and rsharing of informationIn some instances women
contribute to the violence committed against others by perpetuating gender stereotypes. It was noted that even womer
who are not online are tarde of online violence. An example was given of a woman whose picture in a compromising
position was reshared yet shevas unawaresinceshewas not online.

Women who suffer violence online are often chastised and blamdile perpetrators face small or no consequence
especiallyin instances of revenge poography Violence against women online is a reflection of existing offline
structural inequalities in society, arsdichinequalitiesneed to be addressed so as to ckenline VAW.

Lack of legal recourseThere are inadequate anfibr the bigger partunknown legaland regulatory mechanisms to
protect women against violence online. Further, women who suffer violeamdy speak out and as a result there is a
lack of agquate information and statistics on the vice. This makes it hard to know the extent of the problem at national
and continentalevel.

Participants noteda need for clarity on the difference between moral, cultural and legal rights where instances of

violence against women are deemed legally wrong but culturglyt e.g. genital mutilatiorand violence based on
dress style such as miskirts.
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Digital safety awareness:Many women remain unaware of their rights online and aleo unaware of the tools
available to secure their online communications and informati®esides, there are no online platforms dedicated to
the reporting of online VAW. This comgeently makes theionline communicationsmore vulnerable to being abused.
As a resultonline violence against women is influencing the decisiorsofne women notto contribute to online
conversations

Recommendations

1 There is a need foanalysing internet policies and legislation to identify gaps exploited by perpetrators of violence
against women online.

1 More women should be made aware of digital security so they are better placed to protect themselves agains
violence. Workshops andformation about protection measures should be more readily available.

1 An online portal where women report acts of online violence against them should be established. This wil
encourage mordndividualsto report violenceand serve as a hub of informatioan digital security tactics and
incidents.

1 More women should be enabled and encouraged®active onlineand to alsostay online.Currently, there are
more men than women onlingeflectingthe economic disparities which also exist offline

Marking aDecade d the Access to Information Ach Uganda

In 2005, Uganda enacted the Access to Information Act (Adiwé)six years later the regulatiorte give effect to the
law were enactedThe Forum served as an opportunity to look at the pragithe Act has madever the last decade, as
it opened onthe International Right to Know Day celebrated September28. In his remarks, Gilbert Sendugwa,
Coordinator othe Africa Freedom of Information Centre (AFK2id although the law had been jiace for a decade, it
was not adequately used as there was narrow awareness of its existence among citizens.

Speakers

Simon Mayende Office of the Prime Minister (OPM)Gilbert Sendugwag Africa Freedom of Information

Centre (AFIQ)Imelda Namagga, @Wgda Debt Network (UDN)Mohammed Ndifuna, HURINEEdward Sekyewa, Hub
for Investigative Media (HIM)Parliamenf Ugandgd Hon. Keneth Lubogo, Member of Parliamentiganda

Issues Raised

Ignorance at Civic, Media and Government levdléohammedNdifunaof Human Rights NetworlHURINETUganda
aiNBaasSR (KFdz aF O00Saa G2 AYyF2NXNIGA2Yy BudimplefentatigrSof tKeS I N.
ATIAIn Uganda hasot beenfully realised. The Act has been met with challengesudieg failure bythe information
ministry to report to parliament on progress made in implementing the |A&.a result, there igpoor release of
information by stateagencies.Often, when information is released it it comprehensive, which affects ser®
delivery monitoring.Civil society participants agreed that information requestgardinggovernmentaccountability

were often rejected, while the more mundane or public relations informati@sreadily shared.

It was concluded that three key issues impact ATIA in Uganda (1) a high culture of secrecy among public servants,
contradictory laws and (3) the low understanding of the law both by duty bearerstt@deneral public. Among
journalists, uptake bthe law remains poor with many ignorant about the process of requesting informatidvile
otherscomplained that the process is lalmous.

Litigation for information release:While the Hub for Investigative MediaH{M) had success in litigation against the

National Forestry Association (NFA), it was noted that litigation is seen an elitist channel of forcing government t
provide information. However, while litigation may be possittdy forfew due to the costs associated with it, the court
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rulings have vwder implicationsmaking it a worthwhile approacliitigation plays a catalytic role is fostering change as it
broadens the effects of the ruling.

NREYy3d O2NNBf I GA2Yy @&insicSrbipfionlbedan$ea &

a
7 AYTF2NXYEGA2Y dzideda Nafahda Rromitiee Ugagda R
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Debt Network

Role of Parliment in Promotingthe Access to InformationAct: Sylvia Birahwa from the Ministry of Information
outlined the achievements of ATIA in Ugandaich include the gazetting of the Access to Information regulations, the
development of a government communication strategy, appointment of information officers in all ministries, the
establishment of the InteGovernment communication forumand the launch of thewww.Askyourgov.ugonline
platform.

The Ministry of Lands
Housing and Urban
Development (MLHUD)
was recogrsed as the
most responsive
government agencyon

www.AskYourGov.ug

Pictured: Dennis Obbo
(cente), Principal
Information Scientist at
MLHUDreceives the
award on behalf of the
Ministry. With him are
Gilbert Sendugwa of
AFIC (left) and Simon
Mayende Office of the
Prime Minister right)

However, the human rights committeef parliamentbeing a fairly new outfistill requirescapacity buildingn this
regardand given the high attrition of parliamentariartdpn.Lubogocalled for continuous sensitisation and engamgt
with MPs.

Other challengeso the law such as the lack of internal appeal mechanisms and its emphasis on litigation as the firs
resort were noted. It was also noted that many public servéatkskills in using new technology, and yet this would
simplifytheir work.

Recommendations

1 There should be a shift from the culture of secrecy among public officials which has hindered the dissemination ¢
information.

1 Popularisation of the law should be intensified. There should be a multipronged stihi@igynvolves, among other
things building the capacity of citizens and the medido make requestsand helps public bodies/officialsto
understand and use the laeffectively.

9 Local governments should be proactive and pursue information from the cegtrarnment to enable their
responses to information requests at a local level. Further, information on the Access to information law should b
disseminated to local communitieés promote awarenesandunderstanding
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9 Local government should establish oesce centres or libraries to ensure that public information is easily available
to the general public Government should also ensure information is in accessible formats and also aviailable
languages other than English.

1 MDAs should comply with the law.ge by making it mandatory for ministerial statements to parliament on
implementation of ATIA, failure of which should be pungshecordingly

1 Create an enabling tech based environment for officials to easily release information. Further, shared informat
should be made public and easily accessible to prevent repeated requests.

1 More laws should complement ATlds currently there are contradictions between ATIA and other laws such as the
Official Secrets Act (1964).

Cybercrime 8. Internet Rights in Africa

As the number of internet users increases, doesthe need to fight cybercme. Cyber fraud, chilgpornography hate
speech, cyber bullying, promotion of terrorism are becoming a concern for rst@kgholders While these may be
genuine concernsomegovernments have been faulted for using them to further curtail freedom of expression online,
often undermining ledgimate opinions online. Perspectives on addressing ebasder cybercrime and internet rights
were shared from differenstakeholdersn a bid to draw lessons for Africa.

Panelsts
Ambrose Ruyooka, ViaePresident, ISOC Uganda Chagtelimmy HagumaJganda Policy Cyber Crime Uhilrene
Kaggwa, Uganda Communications Commigsiebele Okobi, Facebook

Issues Raised

Regulation:Cybercrime laws havéo be dooked at holistically not only with a focus on one aspect such as freedom of
speechk¥ & | AeRKaghwdBead of Research at theganda Communications Commissiomhile discussinghe
safeguards in place to protect against issues such as defamation and attacks on @h&aoted the challenge of
conflicting crossorder regulations What is acceptable in one country may be unacceptable in another country. An
example cited by Kaggwa wtsat while Uganda has a ban on pornograpBgmecountries allow it as long as it has
controlled distribution.

17















